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Understanding Virtualization  

Virtualization is one of the hottest trends in information technology today. This is no accident. While 

a variety of technologies fall under the virtualization umbrella, all of them are changing the IT world 

in significant ways.  

This overview introduces Microsoftôs virtualization technologies, focusing on three areas: hardware 

virtualization, presentation virtualization, and application virtualization. Since every technology, 

virtual or otherwise, must be effectively managed, this discussion also looks at Microsoftôs 

management products for a virtual world. The goal is to make clear what these offerings do, 

describe a bit about how they do it, and show how they work together. 

Virtualization  Technologies  

To understand modern virtualization technologies, think first about a system without them. Imagine, 

for example, an application such as Microsoft Word running on a standalone desktop computer. 

Figure 1 shows how this looks. 

 

Figure 1: A system without virtualization  

The application is installed and runs directly on the operating system, which in turn runs directly on 

the computerôs hardware. The applicationôs user interface is presented via a display thatôs directly 

attached to this machine. This simple scenario is familiar to anybody whoôs ever used Windows. 

But itôs not the only choice. In fact, itôs often not the best choice. Rather than locking these various 

parts togetherðthe operating system to the hardware, the application to the operating system, and 

the user interface to the local machineðitôs possible to loosen the direct reliance these parts have 

on each other.  

Doing this means virtualizing aspects of this environment, something that can be done in various 

ways. The operating system can be decoupled from the physical hardware it runs on using 

hardware virtualization, for example, while application virtualization allows an analogous 

decoupling between the operating system and the applications that use it. Similarly, presentation 

virtualization allows separating an applicationôs user interface from the physical machine the 
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application runs on. All of these approaches to virtualization help make the links between 

components less rigid. This lets hardware and software be used in more diverse ways, and it also 

makes both easier to change. Given that most IT professionals spend most of their time working 

with whatôs already installed rather than rolling out new deployments, making their world more 

malleable is a good thing.  

Each type of virtualization also brings other benefits specific to the problem it addresses. 

Understanding what these are requires knowing more about the technologies themselves. 

Accordingly, the next sections take a closer look at each one. 

Hardware  Virtualization  

For most IT people today, the word ñvirtualizationò conjures up thoughts of running multiple 

operating systems on a single physical machine. This is hardware virtualization, and while itôs not 

the only important kind of virtualization, it is unquestionably the most visible today.  

The core idea of hardware virtualization is simple: Use software to create a virtual machine (VM) 

that emulates a physical computer. By providing multiple VMs at once, this approach allows 

running several operating systems simultaneously on a single physical machine. Figure 2 shows 

how this looks. 

           

Figure 2: Illustrating hardware  v irtualization  

When used on client machines, this approach is often called desktop virtualization, while using it on 

server systems is known as server virtualization. Desktop virtualization can be useful in a variety of 

situations. One of the most common is to deal with incompatibility between applications and 

desktop operating systems. For example, suppose a user running Windows Vista needs to use an 

application that runs only on Windows XP with Service Pack 2. By creating a VM that runs this 

older operating system, then installing the application in that VM, this problem can be solved. 

Yet while desktop virtualization is useful, the real excitement around hardware virtualization is 

focused on servers. The primary reason for this is economic: Rather than paying for many under-

utilized server machines, each dedicated to a specific workload, server virtualization allows 

consolidating those workloads onto a smaller number of more fully used machines. This implies 

fewer people to manage those computers, less space to house them, and fewer kilowatt hours of 

power to run them, all of which saves money. 
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Server virtualization also makes restoring failed systems easier. VMs are stored as files, and so 

restoring a failed system can be as simple as copying its file onto a new machine. Since VMs can 

have different hardware configurations from the physical machine on which theyôre running, this 

approach also allows restoring a failed system onto any available machine. Thereôs no requirement 

to use a physically identical system. 

Hardware virtualization can be accomplished in various ways, and so Microsoft offers several 

different technologies that address this area. They include the following: 

Á Hyper-V: Part of Windows Server 2008, Hyper-V provides hardware virtualization for servers. 

Á Virtual Desktop Infrastructure (VDI): Based on Hyper-V and Windows Vista, VDI defines a way 

to create virtual desktops. 

Á Virtual PC 2007: A free download for Windows Vista and Windows XP, Virtual PC provides 

hardware virtualization for desktop systems. 

Á Microsoft Enterprise Desktop Virtualization (MED-V): Using MED-V, an administrator can 

create Virtual PC-based VMs that include one or more applications, then distribute them to 

client machines. 

All of these technologies are useful in different situations, and all are described in more detail later 

in this overview.  

Presentation  Virtualization  

Much of the software people use most is designed to both run and present its user interface on the 

same machine. The applications in Microsoft Office are one common example, but there are plenty 

of others. While accepting this default is fine much of the time, itôs not without some downside. For 

example, organizations that manage many desktop machines must make sure that any sensitive 

data on those desktops is kept secure. Theyôre also obliged to spend significant amounts of time 

and money managing the applications resident on those machines. Letting an application execute 

on a remote server, yet display its user interface locallyðpresentation virtualizationðcan help. 

Figure 3 shows how this looks. 
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Figure 3: Illustrating presentation  virtualization  

As the figure shows, this approach allows creating virtual sessions, each interacting with a remote 

desktop system. The applications executing in those sessions rely on presentation virtualization to 

project their user interfaces remotely. Each session might run only a single application, or it might 

present its user with a complete desktop offering multiple applications. In either case, several 

virtual sessions can use the same installed copy of an application.  

Running applications on a shared server like this offers several benefits, including the following: 

Á Data can be centralized, storing it safely on a central server rather than on multiple desktop 

machines. This improves security, since information isnôt spread across many different 

systems. 

Á The cost of managing applications can be significantly reduced. Instead of updating each 

application on each individual desktop, for example, only the single shared copy on the server 

needs to be changed. Presentation virtualization also allows using simpler desktop operating 

system images or specialized desktop devices, commonly called thin clients, both of which can 

lower management costs.  

Á Organizations need no longer worry about incompatibilities between an application and a 

desktop operating system. While desktop virtualization can also solve this problem, as 

described earlier, itôs sometimes simpler to run the application on a central server, then use 

presentation virtualization to make the application accessible to clients running any operating 

system.  
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Á In some cases, presentation virtualization can improve performance. For example, think about 

a client/server application that pulls large amounts of data from a central database down to the 

client. If the network link between the client and the server is slow or congested, this 

application will also be slow. One way to improve its performance is to run the entire 

applicationðboth client and serverðon a machine with a high-bandwidth connection to the 

database, then use presentation virtualization to make the application available to its users.  

Microsoftôs presentation virtualization technology is Windows Terminal Services. First released for 

Windows NT 4, itôs now a standard part of Windows Server 2008. Terminal Services lets an 

ordinary Windows desktop application run on a shared server machine yet present its user 

interface on a remote system, such as a desktop computer or thin client. While remote interfaces 

havenôt always been viewed through the lens of virtualization, this perspective can provide a useful 

way to think about this widely used technology.  

Application Virtualization  

Virtualization provides an abstracted view of some computing resource. Rather than run directly on 

a physical computer, for example, hardware virtualization lets an operating system run on a 

software abstraction of a machine. Similarly, presentation virtualization lets an applicationôs user 

interface be abstracted to a remote device. In both cases, virtualization loosens an otherwise tight 

bond between components. 

Another bond that can benefit from more abstraction is the connection between an application and 

the operating system it runs on. Every application depends on its operating system for a range of 

services, including memory allocation, device drivers, and much more. Incompatibilities between 

an application and its operating system can be addressed by either hardware virtualization or 

presentation virtualization, as described earlier. But what about incompatibilities between two 

applications installed on the same instance of an operating system? Applications commonly share 

various things with other applications on their system, yet this sharing can be problematic. For 

example, one application might require a specific version of a dynamic link library (DLL) to function, 

while another application on that system might require a different version of the same DLL. 

Installing both applications leads to whatôs commonly known as DLL hell, where one of them 

overwrites the version required by the other. To avoid this, organizations often perform extensive 

testing before installing a new application, an approach thatôs workable but time-consuming and 

expensive. 

Application virtualization solves this problem by creating application-specific copies of all shared 

resources, as Figure 4 illustrates. The problematic things an application might share with other 

applications on its systemðregistry entries, specific DLLs, and moreðare instead packaged with 

it, creating a virtual application. When a virtual application is deployed, it uses its own copy of these 

shared resources.  
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Figure 4: Illustrating application  virtualization  

Application virtualization makes deployment significantly easier. Since applications no longer 

compete for DLL versions or other shared aspects of their environment, thereôs no need to test 

new applications for conflicts with existing applications before theyôre rolled out. And as Figure 4 

suggests, these virtual applications can run alongside ordinary applicationsðnot everything needs 

to be virtualized. 

Microsoft Application Virtualization, called App-V for short, is Microsoftôs technology for this area. 

An App-V administrator can create virtual applications, then deploy those applications as needed. 

By providing an abstracted view of key parts of the system, application virtualization reduces the 

time and expense required to deploy and update applications. 

Other  Virtualization  Technologies  

This overview looks at three kinds of virtualization: hardware, presentation, and application. Similar 

kinds of abstraction are also used in other contexts, however. Among the most important are 

network virtualization and storage virtualization. 

The term network virtualization is used to describe a number of different things. Perhaps the most 

common is the idea of a virtual private network (VPN). VPNs abstract the notion of a network 

connection, allowing a remote user to access an organizationôs internal network just as if she were 

physically attached to that network. VPNs are a widely implemented idea, and they can use 

various technologies. In the Microsoft world, the primary VPN technologies today are Internet 

Security and Acceleration (ISA) Server 2006 and Internet Application Gateway 2007. 
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The term storage virtualization is also used quite broadly. In a general sense, it means providing a 

logical, abstracted view of physical storage devices, and so anything other than a locally attached 

disk drive might be viewed in this light. A simple example is folder redirection in Windows, which 

lets the information in a folder be stored on any network-accessible drive. Much more powerful 

(and more complex) approaches also fit into this category, including storage area networks (SANs) 

and others. However itôs done, the benefits of storage virtualization are analogous to those of every 

other kind of virtualization: more abstraction and less direct coupling between components. 

Managing  a Virtualized World   

Virtualization technologies provide a range of benefits. Yet as an organizationôs computing 

environment gets more virtualized, it also gets more abstract. Increasing abstraction can increase 

complexity, making it harder for IT staff to control their world. The corollary is clear: If a virtualized 

world isnôt managed well, its benefits can be elusive. 

For example, think about what happens when the workloads of several existing server machines 

are moved into virtual machines running on a single server. That one physical computer is now as 

important to the organization as were all of the machines it replaced. If it fails, havoc will ensue. A 

virtualized world that isnôt well-managed can be less reliable and perhaps even more expensive 

than its non-virtualized counterpart. 

To address this, Microsoft provides a family of tools for systems management. To a large degree, 

the specifics of managing a virtualized world are the same as those of managing a physical world, 

and so the same tools can be used. This is a good thing, since it lets the people who manage the 

environment use the same skills and knowledge for both. Still, there are cases where a tool 

focused explicitly on virtualization makes sense. With System Center Operations Manager 2007, 

System Center Configuration Manager 2007 R2, and System Center Virtual Machine Manager 

2008, Microsoft provides products addressing both situations.  

A fundamental challenge in systems management is monitoring and managing the hardware and 

software in a distributed environment. System Center Operations Manager 2007 is Microsoftôs 

flagship product for addressing this concern. By allowing operations staff to monitor both the 

software running on physical machines and the physical machines themselves, Operations 

Manager lets them know whatôs happening in their environment. It also lets these people respond 

appropriately, running tasks and taking other actions to fix problems that occur. Given the strong 

similarities between physical and virtual environments, Operations Manager can also be used to 

monitor and manage virtual machines and other aspects of a virtualized world. 

Another unavoidable concern for people who manage a computing environment is installing 

software and managing how that software is configured. While itôs possible to perform these tasks 

by hand, automated solutions are a much better approach in all but the smallest environments. To 

allow this, Microsoft provides System Center Configuration Manager 2007 R2. Like Operations 

Manager, Configuration Manager handles virtual environments in much the same way as physical 

environments. Once again, the same tool can be used for both situations. 

Both Operations Manager and Configuration Manager are intended for larger organizations with 

more specialized IT staffs. What about mid-size companies? While using these two products 

together is certainly possible, Microsoft also provides a simpler tool for less complex environments. 

This tool, System Center Essentials 2007, implements the most important functions of both 

Operations Manager and Configuration Manager. Like its big brothers, it views virtual technologies 

much like physical systems, and so it can also be used to manage both.  
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Tools that work in both the physical and virtual worlds are attractive. Yet think about an 

environment that has dozens or even hundreds of VMs installed. How are these machines 

created? How are they destroyed? And how are other VM-specific management functions 

performed? Addressing these questions requires a tool thatôs focused on managing hardware 

virtualization. Microsoftôs answer for Windows VMs is System Center Virtual Machine Manager 

2008. Among other things, this tool helps operations staff choose workloads for virtualization, 

create the VMs that will run those workloads, and transfer applications to their new homes. 

Understanding the big picture of virtualization requires seeing how a virtualized environment can 

be managed. It also requires understanding the virtualization technologies themselves, however. 

To help with this, the next section takes a closer look at each of Microsoftôs virtualization offerings. 

Microsoft Virtualiza tion Technologies  

Every virtualization technology abstracts a computing resource in some way to make it more 

useful. Whether the thing being abstracted is a computer, an applicationôs user interface, or the 

environment that application runs in, virtualization boils down to this core idea. And while all of 

these technologies are important, itôs fair to say that hardware virtualization gets the most attention 

today. Accordingly, itôs the place to begin this technology tour. 

Hardware  Virtualization  

Many trends in computing depend on an underlying megatrend: the exponential growth in 

processing power described by Mooreôs Law. One way to think of this growth is to realize that in 

the next two years, processor capability will increase by as much as it has since the dawn of 

computing. Given this rate of increase, keeping machines busy gets harder and harder. Combine 

this with the difficulty of running different workloads provided by different applications on a single 

operating system, and the result is lots of under-utilized servers. Each one of these server 

machines costs money to buy, house, run, and manage, and so a technology for increasing server 

utilization would be very attractive. 

Hardware virtualization is that technology, and it is unquestionably very attractive. While hardware 

virtualization is a 40-year-old idea, itôs just now becoming a major part of mainstream computing 

environments. In the not-too-distant future, expect to see the majority of applications deployed on 

virtualized servers rather than dedicated physical machines. The benefits are too great to ignore. 

To let Windows customers reap these benefits, Microsoft today provides two fundamental 

hardware virtualization technologies: Hyper-V for servers and Virtual PC 2007 for desktops. These 

technologies also underlie other Microsoft offerings, such as Virtual Desktop Infrastructure (VDI) 

and the forthcoming Microsoft Enterprise Desktop Virtualization (MED-V). The following sections 

describe each of these. 

Hyper -V  

The fundamental problem in hardware virtualization is to create virtual machines in software. The 

most efficient way to do this is to rely on a thin layer of software known as a hypervisor running 

directly on the hardware. Hyper-V, part of Windows Server 2008, is Microsoftôs hypervisor. Each 

VM Hyper-V provides is completely isolated from its fellows, running its own guest operating 

system. This lets the workload on each one execute as if it were running on its own physical 

server. Figure 5 shows how this looks. 
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Figure 5: Illustrating Hyper -V in Windows Server 2008  

As the figure shows, VMs are referred to as partitions in the Hyper-V world. One of these, the 

parent partition, must run Windows Server 2008. Child partitions can run any other supported 

operating system, including Windows Server 2008, Windows Server 2003, Windows Server 2000, 

Windows NT 4.0, and Linux distributions such as SUSE Linux. To create and manage new 

partitions, an administrator can use an MMC snap-in running in the parent partition. 

This approach is fundamentally different from Microsoftôs earlier server technology for hardware 

virtualization. Virtual Server 2005 R2, the virtualization technology used with Windows Server 

2003, ran largely on top of the operating system rather than as a hypervisor. One important 

difference between these two approaches is that the low-level support provided by the Windows 

hypervisor lets virtualization be done in a more efficient way, providing better performance. 

Other aspects of Hyper-V are also designed for high performance. Hyper-V allows assigning 

multiple CPUs to a single VM, for example, and itôs a native 64-bit technology. (In fact, Hyper-V is 

part of all three 64-bit editions of Windows Server 2008ðStandard, Enterprise, and Data Centerð

but itôs not available for 32-bit editions.) The large physical memory space this allows is useful 

when many virtual machines must run on a single physical server. Hyper-V also allows the VMs it 

supports to have up to 64 gigabytes of memory per virtual machine. And while Hyper-V itself is a 

64-bit technology, it supports both 32-bit and 64- bit VMs. VMs of both types can run 

simultaneously on a single Windows Server 2008 machine.  

Whatever operating system itôs running, every VM requires storage. To allow this, Microsoft has 

defined a virtual hard disk (VHD) format. A VHD is really just a file, but to a virtual machine, it 

appears to be an attached disk drive. Guest operating systems and their applications rely on one or 

more VHDs for storage. To encourage industry adoption, Microsoft has included the VHD 

specification under its Open Specification Promise (OSP), making this format freely available for 

others to implement. And because Hyper-V uses the same VHD format as Virtual Server 2005 R2, 

migrating workloads from this earlier technology is relatively straightforward. 
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Windows Server 2008 has an installation option called Server Core, in which only a limited subset 

of the systemôs functions is installed. This reduces both the management effort and the possible 

security threats for this system, and itôs the recommended choice for servers that deploy Hyper-V. 

Systems that use this option have no graphical user interface support, however, and so they canôt 

run the Windows Server virtualization management snap-in locally. Instead, VM management can 

be done remotely using Virtual Machine Manager. Itôs also possible to deploy Windows Server 

2008 in a traditional non-virtualized configuration. If this is done, Hyper-V isnôt installed, and the 

operating system runs directly on the hardware. 

Hardware virtualization is a mainstream technology today. Microsoftôs decision to make it a 

fundamental part of Windows only underscores its importance. After perhaps the longest 

adolescence in computing history, this useful idea has at last reached maturity. 

Virtual Desktop Infrastructure  (VDI)  

The VMs that Hyper-V provides can be used in many different ways. Using an approach called 

Virtual Desktop Infrastructure, for example, Hyper-V can be used to run client desktops on a 

server. Figure 6 illustrates the idea. 

 

Figure 6: Illustrating Virtual Desktop Infrastructure  

As the figure shows, VDI runs an instance of Windows Vista in each of Hyper-Vôs child partitions 

(i.e., its VMs). Vista has built-in support for the Remote Desktop Protocol (RDP), which allows its 

user interface to be accessed remotely. The client machine can be anything that supports RDP, 
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such as a thin client, a Macintosh, or a Windows system. If this sounds similar to presentation 

virtualization, it is: RDP was created for Windows Terminal Services. Yet with VDI, thereôs no need 

to deploy an explicit presentation virtualization technologyðHyper-V and Vista can do the job.  

Like presentation virtualization, VDI gives each user her own desktop without the expense and 

security risks of installing and managing those desktops on client machines. Another potential 

benefit is that servers used for VDI during the day might be re-deployed for some other purpose at 

night. When users go home at the end of their work day, for example, an administrator could use 

Virtual Machine Manager to store each userôs VM, then load other VMs running some other 

workload, such as overnight batch processing. When the next workday starts, each userôs desktop 

can then be restored. This hosted desktop approach can allow using hardware more efficiently, 

and it can also help simplify management of a distributed environment. 

Virtual PC 2007  

The most commercially important aspect of hardware virtualization today is the ability to 

consolidate workloads from multiple physical servers onto one machine. Yet it can also be useful to 

run guest operating systems on a desktop machine. Virtual PC 2007, shown in Figure 7, is 

designed for this situation. 

 

Figure 7: Illustrating Virtual PC  2007  

Virtual PC runs on Windows Vista and Windows XP, and it can run a variety of x86-based guest 

operating systems. The supported guests include Windows Vista, Windows XP, Windows 2000, 

Windows 98, OS/2 Warp, and more. Virtual PC also uses the same VHD format for storage as 

Hyper-V and Virtual Server 2005 R2. 

As Figure 7 shows, however, Virtual PC takes a different approach from Hyper-V: It doesnôt use a 

hypervisor. Instead, the virtualization software runs largely on top of the client machineôs operating 
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system, much like Virtual Server 2005 R2. While this approach is typically less efficient than 

hypervisor-based virtualization, itôs fast enough for many, probably even most, desktop 

applications. Native applications can also run side-by-side with those running inside VMs, so the 

performance penalty is paid only when necessary. 

Looking Ahead: Microsoft Enterprise Desktop Virtualization (MED -V)  

Just as the server virtualization provided by Hyper-V can be used in many different ways, Virtual 

PCôs desktop virtualization can also be used to do various things. One example of this is Microsoft 

Enterprise Desktop Virtualization, scheduled to be released in 2009. With MED-V, clients with 

Virtual PC installed can have pre-configured VM images delivered to them from a MED-V server. 

Figure 8 shows how this looks. 

  

 

Figure 8: Illustrating Microsoft Desktop Virtualization (MED -V)  

A client machine might run some applications natively and some in VMs, as shown on the left in 

the figure, or it might run all of its applications in one or more VMs, as shown on the right. In either 


